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When can you use the Notice-and-Take-Down (NTD) Procedure?
When you see content on a website that's clearly criminal or unlawful.
*  Youneedtohavea legitimate interest in'(that's legal language for 'something

honest togain from') getting thecontent taken down.

How does the NTD procedure work?
You send us a request asking for ustodisablea .nldomain name.
«  Weonly disable domain names asa last resort.
o Beforewe consider doing that,youhave tocontactthe content provider:
» Theperson whoputthe contenton theinternet (theuploader or
writer)

» Thewebsite manager
» Theregistrantofthe domain name the contentislinked to
» Theregistrar of thatdomain name (thehosting serviceprovider)
* Ifnoneof them will help,you can contactus, SIDN.

You can ask alaw courttointerveneifyou prefer.

Do we assessallNTD requests ourselves?
No, we work with partner organisations on some kinds of NTD request.
+  Weforwardthoserequeststoour partners.
o For example,ifwe geta requesttotake down child pornography, we
forward it tothe Reporting Hotline for Internet Child Pornography.

When should you follow a different procedure?
If y ou think thata domain nameisitselfa threattopublic order or decency.
« Inthatcase, you can complaintothe Complaints and Appeals Board.
If y ou think that a dom ain name oughttobe y ours.
+  Then youcanusethe Dispute Resolution Regulations for .n1 Dom ain Names.

In both the situations just mentioned, you can take your case toa law courtifyou prefer.
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What if you don't know how to getin touch with the contentprovider?
Not all theinfothat we have about a dom ain name's registrant is published in the Whois on
our website.
+ However,youcan ask ustosharethe non-publicinfowith you.You dothatby
fillingin theRequest Form for Additional Registrant Contact Details and sending it

tous.

How do you make an NTD request?
Completethe NTD form and sendittous.
«  Beforesendingin the form, makesure you've completed all the relevant fieldsand
signedit.Send uscopiesofthelettersand/or e-mailsyouve sentand received

about the contentaswell.

What will we do when we get your form?
We'll write back to confirm weve got your form.
We'll check whether the form meets the requirements.
+ Ifanything'swrong,we'll askyoutoput itright.
We consider whetheryou've done enough toget thecontent taken down by thepeople and
organisations mentioned above.
« Ifwethinkyoucouldhave done more,we'llask youtotryotherroutes beforewe
take action.
Welll see whether it would be better for one of our partner organisationstohandle your
request.
«  Sometimesweforward requeststopartners with special expertise.
Welook at the contenttodecide twothings:
«  Whetherany clearly criminal or unlawful activity isinvolved.
+  Whethertheactivityis serious enough tojustify disabling the domain name.
o Weassess thesituation carefullyandtothebest of our ability.
Wedisable the domain name or we decide nottoact on your request.
+ Beforedisablinga domain name, we always contact the registrar.
« Ifwedisable a domain name, we mail the registrant's administrativecontact.
o Wealsotell youand theregistrar what we've done.
o After that, we may end our contract with the registrant.
o We'll alsoconsider whether thedomain nameoughttobereleased for re-
registration.
= And,ifso, when.
+ Ifwedecideagainstactingon yourrequest, well getbacktoy ou explaining why.
What else doy ou need toknow about this procedure?
We operate the NTD procedure on a voluntary basis.
*  Our NTDprocedure doesn't give you any legal rights.
o Butofcoursewe'll follow the procedure asclosely aswecan.
Wemay getintouch withyou, the registrant, the registrar or othersabout the problem

you've highlighted.


https://www.sidn.nl/downloads/forms/Notice_and_take_down_request.pdf
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What does disabling adomain name involve?
Well removethelink between the domainnameandits IP address from our register.
«  Sointernet userswill find it hardertoreach thecontent.
+  However,computers temporarily save (or 'cache’) internet content. So people may
beabletogoon using thedomainnametoview the content for days or even weeks.
o That'swhyit'sbest toask otherstotakethe content down before

approachingus.

What other conditions applyto NTD requests?
You haveto'indemnify'us. That m eans you 're financially responsibleif we get sued for
actingon y ourrequest.
»  For example,if someoneloses money because we'vedisabled their dom ain name,
they mighttrytogetthe money back from us.
Wemay agree other conditions with youif we decide to disable a domain name.



