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#&  Security

Report Claims DNS Cache Poisoning Attack Against Brazilian

Bank and ISP

By Larry Seltzer | Posted 2009-04-22

B Email

o Print

Report Claims DNS Cache Poisoning Attack Against Brazilian Bank and ISP

OPINION: Attack shows the potential for serious spoofing attacks that could leave end users helpless. The
only real solution is DNSSEC, which will take years to implement under the best of circumstances.
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#&  Security Report Claims DNS Cache Poisoning Attack Against Brazilian Bank and ISP

Report Claims DNS Cache Poisoning Attack Against Brazilian
Bank and ISP

By Larry Seltzer | Posted 2009-04-22 S Email 5 Print

OPINION: Attack shows the potential for serious spoofing attacks that could leave end users helpless. The \
only real solution is DNSSEC, which will take years to implement under the best of circumstances.

DNS cache poisoning attac
exploited in the wild

Summary: UPDATE: Arbor Networks have provided more details in then
Attack Activity " analysis, SANS confirmed HD Moore's statement on DNS a
DNS servers. Numerous independent sources are starting to see evidence o
attempts on their local networks, in what appears to be an attempt to take
"recent"” DNS cache poisoning vulnerability :" client 143.

r

By Dancho Danchev for Zero Day | July 29, 2008 -- 03:24 GMT (04

Get the ZDNet Security newsletter now

UPDATE: Arbor Networks have provided more details in their "30 Days of DNS
analysis, SANS confirmed HD Moore's statement on DNS cache poisoned AT&T
independent sources are starting to see evidence of DNS cache poisoning atten

networks, in what appears to be an attempt to take advantage of the "recent”

The DHS server at i HOT overtly vulnerable, however, it may be subtly vuinerable it
POOR or FAIR
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#&  Security Report Claims DNS Cache Poisoning Attack Against Brazilian Bank and ISP

Report Claims DNS Cache Poisoning Attack Against Brazilian

Bank and ISP

By Larry Seltzer | Posted 2009-04-22 S Email 5 Print

By John Leyden, 21 Jan 2014

OPINION: Attack shows the potential for serious spoofing attacks that could leave end users helpless. The i
only real solution is DNSSEC, which will take years to implement under the best of circumstances.

DNS cache poisoning attac
exploited in the wild

Summary: UPDATE: Arbor Networks have provided more details in then
Attack Activity " analysis, SANS confirmed HD Moore's statement on DNS a
DNS servers. Numerous independent sources are starting to see evidence o
attempts on their local networks, in what appears to be an attempt to take

DNS poisoning slams webﬂ tr;i‘fi'clf'rohl 'r.l;illl-ions
in China into the wrong hole

ISP blames unspecified attack for morning outage

8 A widespread DNS outage hit China on Tuesday, leaving millions of surfers adrift.
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#&  Security Report Claims DNS Cache Poisoning Attack Against Brazilian Bank and ISP

Report Claims DNS Cache Poisoning Attack Against Brazilian
Bank and ISP

By Larry Seltzer | Posted 2009-04-22 S Email 5 Print

OPINION: Attack shows the potential for serious spoofing attacks that could leave end users helpless. The

only real solution is DNSSEC, which will take years to implement under the best of circumstances.

i

HOME o« MNEWS o« TOPSECURITY STORIES « GOOGLE'S MALAYSIAN DOMAINS HIT WITH DNS CACHE POISONING. ..

COOGLE'S MALAYSIAN DOMAINS HIT WITH DNS CACHE
POISONING ATTACK

PREVIDUS CONTRIBUTORS
[ ]
I n [ oCT M, 2013

ISP Google's Malaysian domains google.com.my and google.my were hijacked, redirecting users to a

By Jo webpage that announced the attack was perpetrated by a Pakistani group called Madleets. MYNIC, the

sole administrator for web addresses in Malaysia confirmed the attack in a statement.

“We can confirm there was unauthorised redirection of www.google.com.my and www.google.my to

another IP address by a group which called themselves TeaM MADLEETS,” the MYNIC statement says.

DNS cache poisoning attac
exploited in the wild

we provided more details in then
HD Moore's statement on DNS c
ces are starting to see evidence oj
1ppears to be an attempt to take |

nillions

5 of surfers adrift.
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DNSSEC in vogelvlucht: Signeren

RRSIG
example.dom. 7200 RRSIG SOA 5 3 7200
20131113113016 (

20131014113016 57798 example.dom.
TWLzBUUgXWMA9cj+xe6YMjXy2/VdauWnONk7
uAP8JcdzsemcfWov4cFzXowS2YX291+5]BMp
mS5AlwpM71]JbSBgAGz22ywlKN8JoOg3KtCM2Y
UX/c8/ATbYEBPKRjJBs+YQKmY1NppwSJFi9Y0
1fVEBbrCnIOEP33¢c/VK97s80NG8= )
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DNSSEC in vogelvlucht: signen

Maak een keypair aan

Sign je zone(s)
* BIND, NSD+ldns, PowerDNS,
Secureb4, Infoblox, etc.

Publiceer gesignde zones

Stuur public key naar parent \X\—)"\' :




DNSSEC in vogelvlucht

Root
www.sidn.nl?
e— nl
2001:7b8:c05::80:5
sidn.nl
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DNSSEC in vogelvlucht

. Root
www.sidn.nl? S\\%@
— www.sidn.nl?
e— nl
2001:7b8:c05::80:5

.sidn nl
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DNSSEC in vogelvlucht

. Root
www.sidn.nl? _0\%0
— www.sidn.nl?
e— nl
2001:7b8:c05::80:5

.sidn nl
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DNSSEC in vogelvlucht: chain of trust

* Chain of trust:

Trust Anchor

* Vanaf een Trust Anchor (de root)

parent zone

* Via delegaties (.nl, sidn.nl) -

signature with Key Signing Key

child zone

signature with Key Signing Key

DS pointing to child g

* Naar het antwoord (www.sidn.nl)

signature with Zone Signing Key

| ——

TXT Resource

signature with Zone Signing Key

————————




DNSSEC in .nl: zones

0 5
5866
8
8

n(- )
dornelnn ame
n

Total number of DNSSEC delegations in the .NL zone: 2436744

3169136

M Signed NL delegations

Wl Signed CZ delegations
2640947 — I Signed BR delegations

M| signed SE delegations
2112757
1584568 B — F

e —
1056379
528189 I
——— iy — 4 r 4
1] T T T T T T T T T T T
1-May-2012 1-Aug-2012 1-Mov-2012 1-Feb-2013 1-May-2013 1-Aug-2013 1-Nov-2013 1-Feb-2014 1-May-2014 1-Aug-2014 1-Mov-2014 1-Feb-2015 1-May-2015 1-Aug-2015

Nata lact nindated 17 minntes ann
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DNSSEC als basis

* DANE: verbindt X.509 (bekend van https) met DNS(SEC)
* Aanvullend op CA
* Maakt werkende self-signed certificates mogelijk

* In browser (met plugin; geen native support)

tjeb.nl - Icewea:

* Mail Transfer Agents
* native support in Postfix (2.11) b
* Experimental support in Exim (4.85) € |v | € & https//tjeb.ni/blog/ Bs Eﬁlﬁg ve

.

[ tieb.nl x |

=@ https:/ftjeb.nl
Certificate corresponds to TLSA

The remote server certificate for this domain name was
verified by DANE protocol. The certificate corresponds
LED to TLSA record which is secured by DNSSEC

Blag

technology.
More info )
novembe roject
T i e . I O O P | 1.

) i
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DANE voor SMTP

* Nu vaak opportunistic encryption
* Want geen interactie met gebruiker
* Biedt weinig bescherming boven geen encryption

* Met DANE geef je certificaatkenmerken aan via DNSSEC
* Verzender weet dat er encryption gebruikt kan worden
* Niet meer opportunistic

* DNS Record:
* 25. tcp.<mailserver>. 3600 TLSA 3 0 1 <fingerprint of cert>

sipij b SIDN
Internet earch & Innovation

Res &



DANE voor SMTP

Zonder DNSSEC/TLSA:

Mar 16 19:11:03 m3 postfix/smtp[25929]:
Untrusted TLS connection established to
maill.example.de[2001:db8:100::25] :25:

TLSv1l with cipher ECDHE-RSA-AES256-SHA

(256/256 bits)

Met DNSSEC/TLSA:

Mar 16 19:20:01 m3 postfix/smtp[26131]:
Verified TLS connection established to
mail.example.de[2001:db8:100::25] :25:
TLSv1l with cipher ECDHE-RSA-AES256-SHA
(256/256 bits)

Sidi s SIDN
Internet Research & Innovation



SSHFP

DNS:

<hostname> 3600 IN SSHFP 1 1 9CF43AD8D319F3854F84B841594101A82EF8227C

SSH client config:

VerifyHostKeyDNS ves

Sidi s SIDN
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SSHFP

Zonder SSHFP:

debugl: Server host key: RSA
al:72:ab5:45:ac:f7:8e:ab:¢c7:50:e8:aa:b5:d9:7£:30

The authenticity of host 'tjeb.nl (2a02:348:55:5250::80)"
can't be established.

Are you sure you want to continue connecting (yes/no)?

Met SSHFP:

debugl: Server host key: RSA
al:72:ab:45:ac:f7:8e:ab:¢c7:50:e8:aa:b5:d9:7£:30
debugl: found 1 secure fingerprints in DNS

debugl: matching host key fingerprint found in DNS
debugl: ssh rsa verify: signature correct

Sidi s SIDN
Internet Research & Innovation



Signing methodes

Offline signing
* BIND

* OpenDNSSEC
* |dns

Online signing
* BIND

* Powerdns

* Knot

Automatic key rolling
* BIND
* OpenDNSSEC

Plesk plugin 'Admin-ahead DNSSEC'




PowerDNS voorbeeld

Sign zone:

pdnssec secure-zone powerdnssec.org
pdnssec rectify-zone powerdnssec.org

Vraag DNSKEY (of DS) om naar parent te sturen:

pdnssec show-zone powerdnssec.org

sioi) s SIDN
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BIND voorbeeld

Live demo

@ ‘
Internet
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Valkuilen

Verhuizingen

Minder vergevingsgezind dan DNS
* Alle delegaties moeten expliciet zijn
* Let op met wildcards en empty-nonterminals

Wel DS, geen DNSKEY

Verlopen RRSIGs

Antwoorden worden groter
* Gebruik RRL if supported

Controleer!

sipij b SIDN
Internet earch & Innovation
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Monitoring / Debugging

* Plugins
* Nagios
* Zabbix

* Online tools
* DNSViz
* SIDN DNSSEC portfolio checker
* DNSCheck
* internet.nl

* CLI debugging
e dig (BIND)
e drill (Idns)
* logging




DNSSEC Test sites

* Signeren:

SIDN Labs Portfolio Checker - Mozilla Firefox

* http://portfolio.sidnlabs.nl:8080/form &

<5 SIDN Labs Portfolio Checker

< > ¢ -

Bookmarks Tools Help

-@ B~

o.sidnlabs.nl:

@%@% \abs

ch & \nnovation

HOME OVER SIDN LABS PUBLICATIE

SIDN Labs Portfolio Checker

Versie 20130417

Als je een flink aantal domeinnamen hebt en je wilt deze beveiligen met DNSSEC, dan bestaat altijd het
gevaar dat je een paar details over het hoofd ziet en niet alle domeinen correct gesigned zijn. SIDM Labs heeft
daarom de DNSSEC Portfolio Checker ontwikkeld, waarmee je dit op een snelle en eenvoudige manier kunt
controleren.

Selecteer een CSV bestand met domeinnamen

Browse... | testcsv | Controleer |

FAQ

Hoe wordt er gecontroleerd?
Je uploadt een CSV bestand met domein namen. Alle namen worden gecontroleerd, dus ook niet-.nl
domein namen. Er is een limiet ingesteld van 10000 domein namen (per run).

Erwordt per domeinnaam een DNSSEC-validatie via Unbound uitgevoerd. De DNS-guery vraagt om
"MS'-records. Er zal een willekeurige selectie van nameservers plaatsvinden. Er is geen garantie datal

je slave nameservers worden gecheckt. Als er geen NS-records zijn, levert dit een 'nodata-antwoord

op. -

s @
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DNSSEC Test sites

* Signeren:

* http://portfolio.sidnlabs.nl:8080/form

SIDN Labs Portfolio Checker - Mozilla Firefox

File Edit View History Bookmarks To

Help

<5 SIDN Labs Portfolio Checker

€ > & ~[@w

v@ vi

olio.sidnlabs.nl:

@%@% \abs

Iceweasel

w

S esearch &\

rnet R

,a"f http://portfol...:B080/upload x \"-,\ =

% (v | € & portfolio.sidnlabs.nl:8080/upload

6 Emmvrc| »

. -

sidn.nl,"",securs,""
utwente.nl,"",secure,""
rug.nl,"",secure,""
lumc.nl,"",secure,

HOME OVER SIDN LABS PUBLICATIE

nnovation

SIDN Labs Portfolio Checker 3

Versie 20130417

Als je een flink aantal domeinnamen hebt en je wilt deze beveiligen met DNSSEC, dan bestaat altijd het
gevaar dat je een paar details over het hoofd ziet en niet alle domeinen correct gesigned zijn. SIDM Labs heeft
daarom de DNSSEC Portfolio Checker ontwikkeld, waarmee je dit op een snelle en eenvoudige manier kunt
controleren.

Selecteer een CSV bestand met domeinnamen

Browse... | testcsv

FAQ

Hoe wordt er gecontroleerd?
Je uploadt een CSV bestand met domein namen. Alle namen worden gecontroleerd, dus ook niet-.nl
domein namen. Er is een limiet ingesteld van 10000 domein namen (per run).

Erwordt per domeinnaam een DNSSEC-validatie via Unbound uitgevoerd. De DNS-guery vraagt om
"MS'-records. Er zal een willekeurige selectie van nameservers plaatsvinden. Er is geen garantie datal

je slave nameservers worden gecheckt. Als er geen NS-records zijn, levert dit een 'nodata-antwoord

op. -

s @

Internet Research & Innovation



DNSSEC validatie monitor

.nl Registry .nl Registrar

Support Desk Support Desk

'Phone call '
Validating resolvers

at ISP

Ema|I (overview)

>

&Y Validation
errors

Email
(per registrar)

5 415Ps

SIDN

UNBOUND resolver

Internet Research & Innovation



Validatie errors

4000 - ! !Numbe:r of DN!SSEC !zones \.“!Jlth erro!rs

w00 - S N — N - — ____________ S
m_; ____________ ____________ ____________ ___________ ___________ _________ ___________ ____________ ____________
2500_§ ____________ ____________ ___________ ___________ _________ ___________ ___________ ___________
2000} S S ........... ___________ _________ ........... ____________ ____________

1500 _E ............ ; ............ ; ............ ; ........... ; ........... ; ......... ; ........... ; ............ ; ............ }”._

1000

sioi) s SIDN
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Validatie errors

Number of DNSSEC zones with errors

wofl] | A S S S S S

600 HIELI - b 4
soo EFUIHL b i
A00 bV i

sioi) s SIDN
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Validatie errors

20000

15000

10000

5000

Number of DNSSEC zones with errors

K& b
Internet Research & Innovation



Validatie errors

Number of DNSSEC zones with errors

20000 ,

15000

G TuTals 1| R SN O SRRSO | (| = 5 8 5 T SO

000 L =ik

13 20 27 04 11

Mav

18

K& b
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DNSSEC in vogelvlucht

Root

www.sidn.nl?
l.IIIIIIIIIIﬂ.;
—

2001:7b8:c05::80:5

sidn.nl

Sidi s SIDN
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DNSSEC in vogelvlucht

Root

www.sidn.nl?
l.IIIIIIIIIIﬂ.;
—

2001:7b8:c05::80:5

sidn.nl

Sidi s SIDN
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DNSSEC Test sites

* Validatie:
* https://dnssectest.sidnlabs.nl

SIDN DNSSEC test - Mozilla Firefox

File Edit View

il SIDN DNSSEC test

@ € ~|@a

v @ v G

ad &

Do the test

| Do the test!_

What is DNSSEC?

DMNSSEC is a relatively newly deployed extension to the DNS Protocol. With DNSSEC, a digital signature can be added to
an outgoing DNS response, and the recipient can validate the signature. This prevents malicious interference with DNS

traffic.
DMNSSEC only works if both the server and the client understand and support it. This test, which should take only a few
secconds, will show you whether the client computer you are using is able to validate DNSSEC signatures.

—
SIDN| the company ¢
et

version 0.9p - Created by SIDN Labs © 2013

s @)
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DNSSEC Test sites

* Validatie:

SIDN DNSSEC test - Mozilla FireFox

¢

File Edit
sioi SIDN DMSSEC test

SIDN DNSSEC test - Mozilla Firefox

File Edit View Hi
il SIDM DMSSEC test

Hi

View Bookmarks Tools

+

Help

% > O«

sidnlabs.nl/te

Do the test

You are not protected

Permissive mode detected:

Your DNSSEC is configured in "permissive mode" (or you use a combination of validating- and non-validating resolvers) and
as such you are not protected.

SIDN] the co
IDNJ

version 0.9B - Created by SIDN Labs © 2013

@ € - @

s @

C?

“sidnlabs.nl

version 0.9p - Created by SIDN Labs © 2013

ewly deployed extension to the DNS Protocol. With DNSSEC, a digital signature can be added to
be, and the recipient can validate the signature. This prevents malicious interference with DNS

th the server and the client understand and support it. This test. which should take only a few
nether the client computer you are using is able to validate DNSSEC signatures.

—
SLDNJ the campany behind .nl

s @)
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SIDN DNSSEC test - Mozilla Firefox

DNSSEC Test sites -

il SIDN DNSSEC test

@ £ ~ @ Q @ @

v @ v G

* Validatie:

® SIDN DNSSEC test - Mozilla Firefox 1
File Edit View History Bookmarks Tools Help
% SIDN DNSSEC test + '

¢ 4L -[a - @] (@~ a & 4
FAQ -—
Y
SIDN DNSSEC test - Mozilla Firefox o
L File Edit View Hist Bookmarks Tools Help ESEC, a digital signature can be added to
About Do the Test 8 6i SIDN DNSSEC test S ents malicious interference with DNS
® dns st.sidnlabs.nl/test.php @ | Goo
¢ L - [d ~ €] 8- co Q & @ Mhis test, which shouild take only a few

ate DNSSEC signatures.

NSSEC

—
SIDN| the company ¢
et

Do the test
Your DNSSEC is configured in "per|

s @)
Q- % You are protected
Si'__l\i.\ the company k
N
version 0.9 - Created by SIDN Labs © 2013
- % s @
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DNSSEC Informatiesites

SIDN DNSSEC

* http://www.dnssec.nl L

* http://www.dnsseccursus.nl . SIDN DNSSEC cursus

Klik hier voor de Nederlandse versie

SIDN DNSSEC course

Click here for the English version

—

s@




Prijsvraag!

Beantwoord de vraag:

“Hoe denk jij dat de internetsector het gebruik van DNSSEC(-validatie)
zou kunnen versnellen?

en maak kans op een GL-iNet device!

N GL.INet Is
The smallest smart router
N the world

Smallest - Nice interface - Multi functiona

SUIBR) labs SIDN
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DNSSEC Informatiesites

SIDN DNSSEC

* http://www.dnssec.nl L

* http://www.dnsseccursus.nl . SIDN DNSSEC cursus

Klik hier voor de Nederlandse versie

SIDN DNSSEC course

Click here for the English version

—
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