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About myself

• Datacenter manager 1987-2000 at Radboud University

• Managing director of ICT-service centre from 2000 to 2013 at Radboud 
University

• Corporate Information Security Officer and acting Privacy Officer from 2013-
2016 at Radboud University

• Chairman of CERT-RU 2001-2017

• SURF CyberSaveYourself steering committee 2012-2016  
https://www.cybersaveyourself.nl/

• Member of the board of the Privacy by design Foundation (working on 
IRMA, https://privacybydesign.foundation )

• Currently Project Manager Applied Security Research working on PEP
https://pep.cs.ru.nl/ at iHub, Radboud University

https://www.ru.nl/ict/algemeen/informatie-beveiligen/informatiebeveiliging/cert-ru/rfc-2350/
https://www.cybersaveyourself.nl/
https://www.cybersaveyourself.nl/
https://privacybydesign.foundation/
http://pep.cs.ru.nl/
https://pep.cs.ru.nl/


https://www.youtube.com/watch?v=yA4aRrbKsH0



What is identity?



Digital identity examples

Digital identity is widely used

• Online banking (authentication, signing)

• Buying alcoholic beverages:  copy of ID? proof that age>18?

• Opening accounts (facebook’s ‘real name policy’?)

• Information  request under GDPR 

• Buying in a webshop

• Buying at Ebay, Marktplaats….

• Physical access (by card or device)

• Access to health-related information

• ……….



Real world versus virtual world identities

1993 ….. …. Is history



Attributes

Attributes are properties of people with some level of stability

• Examples: given name, family name, gender, age, date of birth, phone number, physical addres, 
e- mail address, social security number, profession, employer etc. 

• Attributes are typically limited pieces of information, linked to a natural person.

• Attributes are clearly distinguished from ‘records’ and ‘dossiers’ 

• An attribute can be

• (uniquely) identifying in a given context (student number, social security number, driver’s
licence number etc. ) 

• Non-identifying (gender, older than 18, registered doctor, postal code etc. )

• Attributes have a certain validity period (data of birth, gender, address, ‘younger than 18’)

• Attributes may differ in level of trust (social security number, facebook ID, bank credentials)



Identity & Attributes

• Basic Ideas about attributes as part of an identity:

• Authentication can be contextual (different attributes can be used in different 
contexts)

• Only necessary information is shared (minimisation)

• Authorisation can be done based on attributes. For example participation in closed
discussion groups (age, gender restricted, student in a course, patients peer groups):  a 
social security-number or copy of passport is not adequate.

Definition: 
The (complete) identity of a person is a set of all attributes that hold
for that person – at a particular point in time.



Digital identity

• Used for

• Authentication (followed by authorisation)

• Encryption

• Signing

• Properties

• Attribute based

• Irrefutable

• Verifiable

• Requirements

• Lawful use

• Minimisation



The IRMA attribute based identity platform



The IRMA attribute based identity platform



Attributes currently available

• 20 attributes from central citizen registration (Basisregister persoonsgegevens, BRP), 
including the social security number (BSN), and name/address/date of birth

• 8 attributes from IDIN (bank) including address, name, address, date of birth)

• 8 attributes from SURFnet (employee/student  status at any university or applied science
university)

• 1 attribute Phonenumber

• 1 attribute verified e-mail address

• BIG (registered and authorized health care professionals)

• AGB (administrative ID for health-care profesionals)

• (…)



Verifier 2

Centralized versus Decentralized
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IRMA Split Key
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Digital signatures

• Use of public/private key technology

• A digital signature contains attributes about yourself, signed with a private key.

• Verifiable attributes themselves (I am a doctor, I am an employee of...., My name is …. 
Etc) can be part of the signature.

• Authenticity can be verified by anyone using your public key.

• Signature becomes void if signed document/content  is changed after signing



From Chicken to Egg (or vice versa?)

• Radboud University: Academic phase, research and initial development 2008-
2016





From Chicken to Egg (or vice versa?)

• Radboud University: Academic phase, research and initial development 2008-2016

• Privacy by Design Foundation: Widening, pilot projects 2016-2020

− Municipalities (> 20 cities will start to use IRMA)

− Health care

− Edu sector



Identity in healthcare: lots of actors, lots of islands
Patients

• Identity must be known to professionals & administration, but not elsewhere (as a patient)

• need strong (mfa) authentication for online access of records

• may need anonymous access, f.i.  For discussion groups.

• need a way to mandate others to act on their behalf

Participants in health research projects

• Identity must be known during the data collection phase

• but not during the analysis phase (context switch)

• Requires pseudonymisation and (controlled) possibility for de-pseudonymisation

Professionals 

• identity must be known to patients (authorisation and accountability)

• with roles and corresponding authorisations

Organisations

• Need to comply with legal and regulatory requirements. Most of them are not able to do that.



What is happening in the health-sector?

Lots of solutions/variations but none are satisfactory:

• Patients need to acquire many different technical solutions and skills to use them
(passwords, OTP, multifactor authentication etc.)

• DigiD is a payed service : € 0,14 / transaction

• iDIN (identity service of the banking sector) is even more expensive

• Large organisations can afford this, but individual professionals  cannot.

• Attributes for contextual authentication are lacking: therefore no possibility for
authentication based on role, purpose etc.  

• ( Role-based ) Digital signatures are not supported – or very expensive.



Nedap: Helder



Nedap: Helder

• Dossier homecare  accessible by  GP (huisarts)

• soon: 

• GP can add to dossier

• Medication overview

• Contact details of next  of kin (mantelzorgers)

• Signed care-requests from GP to home-care

• ....



IVIDO PGO



IVIDO PGO

• A Personal Health Environment (‘PGO’)  is a communication tool and data repository for patients 
and professionals

• It can link to and receive data from many different sources (portals) 

• A PHE is patient centered , as opposed to any portal 

• The patient is in control, and is able to grant access

to professionals.



PHE/PGO  the identity schizophrenia

• Use of Social Security number (‘BSN’) is not allowed for giving a patient access to her 
PHE/PGO  

• Use of Social Security Number is required for giving a patient access to a health portal 

• Result: at least two independent authentications and authentication means necessary.

• Irma can do both, which reduces the burden to a great extent.



VGZ: Mandate



VGZ : mandate

• Current practice: people give their (DIGID) cedentials to someone else

• This means a mandate to everything

• Might be ok with a  close family member, but not with a professional or 
volunteer

• Idea: provide a specific attribute for a certain mandate

• With this attribute a specific mandate is given to someone.  In case of VGZ: 
to attend all affairs regarding the health insurance.

• Mandate can be revoked at any time

• Status: Prototype is working









From Chicken to Egg (or vice versa?)

• Radboud University: Academic phase, research and initial development 2008-
2016

• Privacy by Design Foundation: Widening, pilot projects 2016-2020

− Municipalities (> 20 cities will start to use IRMA)

− Health care (Helder, Ivido, VGZ)

− Edu sector

• PBD/SIDN : professionalising and use as a community infrastructure 2019-

− Durable and long term business plan

− Uptime and quality guarantees

− Support organisation



Legal aspects

• DPIA has been concluded and published: 

https://privacybydesign.foundation/pdf/DPIA-IRMA-dec-2018.pdf

• Municipalities made a legal evaluation of IRMA

• No obstacles for IRMA use with regard to GDPR

• IRMA complies with legal requirements regarding electronic identification (eIDAS, 
proposed WDO)

• Home office (BZK) has not put forward any obstacles to the further development and
implementation of IRMA 

https://privacybydesign.foundation/pdf/DPIA-IRMA-dec-2018.pdf


Current developments (work in progress)

• Revocation of attributes

• Authenticated phonecalls

• Remote vetting for 2FA

• Interface redesign



IRMA On the horizon

• Raising confidence levels and acceptance

• Attribute based encryption/signing

• Source validation of news

• Pseudonomous job application

• Beyond borders…. 

• ……



More information & demo’s :  https://www.privacybydesign.foundation

https://www.privacybydesign.foundation/
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