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Wat is het Domain Name System (DNS)

Protocol voor koppelen en opvragen van informatie gerelateerd aan domeinnamen
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- Gedecentraliseerd
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DNS data analyse

1. Capture DNS data met Tepdump
2. 1 pcap bestand per 5-10 minuten
3. Analyse met Wireshark/Tshark

Klaar?

ECRMJMP& LiBPCAP
WIRESHARK

@] @® ¥ ns1.dns.nl_ams1-ns2_2019-09-16-07:26:17.pcap.gz
a4 m g RE Qe=s2EF ISEH QA QAQE
E‘Applya display filter ... <38/> =3 ~| Expression... +
No. Time Source Destination Protocol Length Info
68 2019-09-16 05:26:16.890 nsl.dns.nl 2a00:1450:4013:c01::102 DNS 790 Standard query response 0x806b A dvhp@52.1..
69 2019-09-16 05:26:16.890 nsl.dns.nl 172.253.192.69 DNS 158 Standard query response 0x2a52 A ns2.gbixX..
70 2019-09-16 05:26:16.890 nsl.dns.nl 74.125.73.84 DNS 642 Standard query response 0x309e A download...
T 71 2019-09-16 05:26:16.890 173.194.169.3 nsl.dns.nl DNS 89 Standard query 0x@34a DS hema.nl OPT
! 72 2019-09-16 ©05:26:16.890 nsl.dns.nl 74.125.73.82 DNS 768 Standard query response @xel3c A www.24tal..
3 73 2019-09-16 05:26:16.890 nsl.dns.nl 74.125.47.132 DNS 768 Standard query response 0xcl152 AAAA www.24..
W= 74 2019-09-16 05:26:16.890 nsl.dns.nl 173.194.169.3 DNS 299 Standard query response @0x034a DS hema.nl.. |
75 2019-09-16 05:26:16.890 2a00:1450:4013:c05::109 nsl.dns.nl DNS 123 Standard query 0xc39d A nsl.anoniem-domein..
76 2019-09-16 05:26:16.890 2a00:1450:4013:c01::102 nsl.dns.nl DNS 112 Standard query @xe3fb DS pluimen.nl OPT
77 2019-09-16 05:26:16.890 nsl.dns.nl 2200:1450:4013:¢05::109 DNS 186 Standard query response 0xc39d A nsl.anoni..
78 2019-09-16 05:26:16.891 nsl.dns.nl 2a00:1450:4013:c01::102 DNS 844 Standard query response @xe3fb DS pluimen...
79 2019-09-16 05:26:16.891 2a00:1450:400a:1002::101 nsl.dns.nl DNS 122 Standard query 0x3d82 AAAA mail.frisobergs..
80 2019-09-16 05:26:16.891 nsl.dns.nl 2a00:1450:400a:1002: :101 DNS 664 Standard query response 0x3d82 AAAA mail.f..
81 2019-09-16 05:26:16.892 74.125.181.5 nsl.dns.nl DNS 106 Standard query 0xfd79 AAAA mail.laurensvan.
82 2019-09-16 05:26:16.892 74.125.46.134 nsl.dns.nl DNS 95 Standard query 0x79f4 A ns2.exanet.nl OPT
83 2019-09-16 05:26:16.892 2a00:1450:400c:c08::10b nsl.dns.nl DNS 126 Standard query ©0x9652 A mail.laurensvanlie..
84 2019-09-16 05:26:16.893 nsl.dns.nl 74.125.181.5 DNS 420 Standard query response @xfd79 AAAA mail.l.
85 2019-09-16 05:26:16.893 nsl.dns.nl 74.125.46.134 DNS 160 Standard query response 0x79f4 A ns2.exane.
» Frame 74: 299 bytes on wire (2392 bits), 299 bytes captured (2392 bits)
» Ethernet II, Src: nsl.dns.nl (b4:b5:2f:39:f1:49), Dst: JuniperN_5f:4c:80 (a8:d@:e5:5f:4c:80)
» Internet Protocol Version 4, Src: nsl.dns.nl (194.0.28.53), Dst: 173.194.169.3 (173.194.169.3)
» User Datagram Protocol, Src Port: 53, Dst Port: 49089
v Domain Name System (response)
Transaction ID: 0x034a
» Flags: 0x8410 Standard query response, No error
Questions: 1
Answer RRs: 2
Authority RRs: @
Additional RRs: 1
v Queries
v hema.nl: type DS, class IN
Name: hema.nl
[Name Length: 7]
[Label Count: 2]
Type: DS(Delegation Signer) (43)
Class: IN (0x0001)

Wireshark voorbeeld
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ENTRADA

ENhanced Top-Level Domain Resilience through Advanced Data Analysis

« Doel: verhogen van de veiligheid en stabiliteit van de .nl-zone

 Requirements:
* Goede performance
* Hoge beschikbaarheid
« Semi real-time data warehouse

* SQL support
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Technologie selectie

SQL and NoSQL oplossingen geévalueerd (2015)

DO YOU HAVE
ANY EXPERTISE
IN SQL?

« Relationeel SQL (PostgreSQL)
* MongoDB

« (Cassandra

DOESN'T
MATTER.
WRITE:
"EXPERT IN
NO sSQ@L"

 Elasticsearch
« Hadoop (HBASE + Apache Phoenix of Hive)
 SQL on Hadoop (HDFS + Impala + Parquet)
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HDFS

« Hadoop gedistribueerd bestandssysteem
« Hoge beschikbaarheid doormiddel van data replicatie

e Schaalbaar tot >100 PB en >1K servers

HDFS Data Distribution

=

Parquet bestand

Node A Node B Node C Node D Node E




Apache Impala SQL

 MPP Query engine o

"‘ 34.50s Database entrada~v Type textv &* \
» SQL support [t
3|where year=2019 and month=9 and day=17 ™
4| group by domainname
(] JDBC WEB CMD 5 or.“de.:r by tot desc
b b p 6flimit 100
:
Query History Saved Queries Results (100)
domainname tot
- 1 surfnet.nl 12655974
2 is.nl 6876970
3 leaseweb.nl 4470195
4 transip.nl 3896512
5 dns.nl 3812124
6 google.nl 3456880
7 axc.nl 3206101
8 openprovider.nl 3043660
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Apache Parquet

e Columnar storage format
« Ontwikkeld door Twitter & Cloudera

* Voordelen Parquet
« Bestanden zijn kleiner en efficiénter te lezen

(minder disk I0)
data row oriented
~ e * A1 | B1 A2 | B2 A3 | B3

Al | B1
A2 | B2
A3 | B3

column oriented
A1 |Aaz]l Az B1 [ B2] B3
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Apache Parquet (2)

« Efficiente encoding/compressie
 Verschillende encoding schemes (RLE, DICT ...)

e Snappy compressie support

 Partitionering van data (jaar, maand, dag, server)

 Partition pruning, negeer data waar we niet in geinteresseerd zijn

* Query engine Parquet support ( Impala, Spark, AWS Athena)




ENTRADA

ENTRADA Applications and Services
‘ IMPALA ‘ Workflow Manager
2

N
-rgb DNS Library

HDFS €

PR

ENTRADA Platform

saleuqi1 poddng

PCAP Converter

[ Generic components
B8 ENTRADA-specific components

Name Servers

LABS




Privacy raamwerk

Legal and organisational =~ ENTRADA data platform (technical)
- —

ENTRADA privacy framework

Security and stability

Belangrijke concepten
Applicatie-specifiek privacy policy

e ‘ services and dashboards Privacy Board

jeence . : Enforcement Points

2 | | Amm e

r., . N r : ‘ Policy elementen

@3 e

T opmion 7oy ) o Gebruikte data
Developer) G Fﬂters

o Collection
ry

]
& .nl name servers
-

Retentie periode
Type applicatie (R&D vs. production)

DNS queries and responses
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Worktlow e

! :
staging : _

- . R S v
: Combineer Hadoop

DNS data beschikbaar voor analyse in ~10-15 minuten



ENTRADA@SIDN Labs

* 4 jaar operationeel
« 2 anycast .nl name servers (28 sites)
1,2 biljoen (1,2 x 10'® records (DNS query+response)

* 65 TB data (netto)




Hardware (mini-cluster)

1x Management node
Virtual machine (VMWARE)

ox Data node
HP ProLiant DL380
Xeon 2.10 GHz 8 core CPU
128GB RAM

25-30 TB storage (SAS + SATA )
2x1Gb netwerk

Resources
142 CPU cores
~250 TB storage
~1TB RAM
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Voorbeeld Use Cases

Statistieken (stats.sidnlabs.nl)

Onderzoek

Inzicht voor DNS beheerders

* Monitoring

Detectie van misbruik
 Botnets

» Fake webshops




Botnet Client Detectie

% .nl Privacy Board
1

@ Privacy Policy
¥

Detectie o
Algoritmes

|

|

I
oon )| S@utormenion
exchange.>

Gedeelde (ISP)
\Resolver

ISP
Abusedesk

Platform

.nl auth
Name server




Monitor verkeer
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Quality of service monitor

TCP Round Trip Time ,
Client Server

~ SYN

SYNACK

. ACK




Quality of service monitor
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Deployment I

Deploy met Docker dOCker

Hadoop, inhouse of in de cloud /
Amazon S3 + Athena @ EEf:

Config met docker-compose yaml

https://entrada.sidnlabs.nl Amazon Athena
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https://hub.docker.com/r/sidnlabs/entrada

£l) SIDN.nl

Q&A

www.sidnlabs.nl | stats.sidnlabs.nl







